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Abstract— Recently four chaos-based image encryption
schemes were proposed. Essentially, the four schemes can be
classified as one class, which is composed of two basic parts:
position permutation and diffusion of pixel value with the same
cipher-text feedback function. The operations involved in the
two basic parts are determined by a random number sequence
generated by iterating a chaotic dynamic system. According to
the security requirement, the two basic parts are performed
alternatively for some rounds. Although the original authors
claimed that the schemes are of high quality, we found the
following security problems: 1) the schemes are not sensitive
to the change of plain-image; 2) the schemes are not sensitive
to the change of secret key; 3) there exist a serious flaw of the
diffusion function; 4) the schemes can be broken with no more
than [log; (M N)]+3 chosen-images when the iteration number
is equal to one, where M N is the size of the plain-image and
L is the number of different pixel values.

I. INTRODUCTION

With the development of multimedia and network tech-
nologies, the transmission of multimedia data occurs more
and more frequently. Consequently, the security of multime-
dia data is becoming more and more important. However,
the traditional text encryption scheme fails to encrypt the
multimedia data sufficiently due to its special properties, such
as the bulky size and strong redundancy of uncompressed
data. To satisfy the emerging demand, a great number of
multimedia encryption schemes have been proposed in the
past decade [1]-[9]. Meanwhile, the cryptanalysis work has
been developed also, and some of the proposed schemes
have been found to be insecure from the viewpoints of
cryptography [10]-[14].

In 2004, an image encryption scheme based on 3D chaotic
cat maps was proposed in [5]. The scheme is composed of
two basic components: position permutation and diffusion of
pixel value with a cipher-text feedback function. To improve
the security of the scheme, the two basic components are per-
formed alternatively for some rounds. Note that the authors
did not discuss how much the number of rounds is enough
for a given degree of security. Afterwards, the three other
schemes were presented in [6]-[8]. Essentially, the three
schemes share the same structure with the one proposed in
[5]. In [15] it was pointed out that the one round version of
the scheme can be broken with a chosen plain-image attack.
In this paper we analyze the four schemes altogether, and find
the following problems: 1) the schemes are not sensitive to
the change of plain-image; 2) the schemes are not sensitive
to the change of secret key; 3) there exist a serious flaw of
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the diffusion function; 4) the whole pseudo random number
sequence (PRNS) used for diffusion part can be recovered
when the round number is equal to one; 5) the cryptanalysis
proposed in [15, 3.1] is problematic.

The rest of this paper is organized as follows. The next
section gives a brief introduction to the class of image
encryption scheme. Section III focuses on the security study
of the class of encryption scheme. The last section concludes
the paper.

II. THE BASIC STRUCTURE OF THE CLASS OF
ENCRYPTION SCHEME

Assuming the plain image is of size M x N, the two main
basic parts of the encryption scheme can be described briefly
as follows.

o Position Permutation
Although different methods were proposed to realize the
position permutation in [5]-[8], they can be presented
with the following general equation as [16].

I*(w(i, g)) = 1(i, 4), (1)

where W = [w(i,j) = (¢,j') € M x N],,, 5 denote
the permutation matrix, M = {0,--- ,M —1} and N =
{0, ,N—1}.

o Value Diffusion

I'(k) = ¢(k) @ [I"(k) + (k)] @ I'(k = 1), (2)

where a + b = (a4 b) mod 256 (the same hereinafter),
{#(k)} is a PRNS generated by iterating a chaotic
system and I(0) is a defined value.

According to the security requirement, the above two parts
are performed alternatively for some rounds.

ITT. CRYPTANALYSIS
A. Low Sensitivity with Respect to Plain-image

Observing Sec. II, we can see that the class of encryption
scheme under study only includes the module addition oper-
ation and bitwise exclusive OR operation no matter what the
number of round is. From Proposition 1, we have I} & I} €
{0,128} if I; @ I € {0,128}. The value of I (k) @ I5(k)
depends on the parity of the measure of index set S, where
I(s) is used an odd number of times for the computation
of I'(k) and I,(s) ® Is(s) = 128 V s € S. Obviously,
I, (k) ® Ix(k) = 0 if the parity is even, I; (k) @ I>(k) = 128
if the parity is odd.

Proposition 1: ¥ a,b € Z, the following equality is true:
(a®128) + b= (a+b) ®128.



Proof: First, a ® 128 = a + 128 can be proved under
the following two conditions: 1) when a € {0,---,127},
we have ¢ ® 128 = a + 128 and a + 128 = a + 128, so
a® 128 = a + 128; 2) when a € {128,--- 255}, we have
a®128 = a—128 and a+128 = (a+128) — 256 = a — 128,
so a @ 128 = a + 128. Then, we have (a @ 128) + b =
(a4+128) +b=(a+b)+128 = (a+b) ®128. n

b) d)
Fig. 1. Low sensitivity with respect to plain-image: a) plain-image
“Peppers”, b) the encryption result of Fig. la), ¢) the masked version of

Fig. 1a) with a random {0, 128} binary image, d) the encryption result of
Fig. lc).

Fig. 2. The bitwise exclusive OR differential image between Fig. 1b) and
Fig. 1d).

To validate this problem, we carried out some exper-
iments with the scheme proposed in [6], where K =
“49505152535455565748495051525354” and round number
is 8. One experiment result is shown in Fig. 1. The bitwise
exclusive OR differential image between Fig. 1b) and Fig. 1
d) is shown in Fig. 2, where the numbers of 0’s and 128’s
are 131371 (50.11%) and 130773 (49.89%) respectively.

B. Low Sensitivity with Respect to Secret Key

Given two secret keys K7, Ko, we assume that the corre-
sponding PRBS used for diffusion are {¢;(k)} and {¢2(k)}
respectively. If ¢1(ko) = ¢Pa(ko) @ 128 and ¢4 (k) = ¢2(k)
Y k # ko, we can assure that the two encryption results with
the two secret keys are the same. Considering all possible
cases, we have that for any secret key there may exist at most
2MN-n equivalent secret keys that can generate the same
encryption results, where n is the round number.

C. A Defect of the Diffusion Function when the Round
Number is One

In [15] it is pointed out that I’ (k) = I'(k—1) when I (k) =
0. However, there still has another problem: the number of
possible values of I'(k) is too small.

When the round number is equal to one, one has

I'kyoI'(k—1) =¢(k) @ [I"(k) F o(k)]. )

To facilitate the following discussion, we rewrite Eq. (3)
asb=x® (a+x). Since (bd128) =z ® (a + 128 + ),
we only need to consider the case when 0 < a < 127.

b = (a+x)®((256 —a)+ (a+2)),
b (x4 128) @& (a + (z + 128)),
bd128 = (a+2)®((128—a)+ (a+2)).

Because of the above equalities, the number of possible
values of b for a given value of a becomes very small (see
Fig. 3).
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Fig. 3. The value of a vs. the number of possible values of b.

Given a, the distribution of b is also not uniform due to
the following relations (see Fig. 4). When 0 < a + z < 63,
z®(atz) = (r+64)®(a+(z+64)); when 64 < a+x < 127
and 0 < x < 63, 2®(a+2)D128 = (2+64)D(a+ (v +64));
when 128 < a+2<191and 0< 2 <63, 2® (a + z) =
(z464)®(at(z+64)); when 0 < z < [ 822, 2 (atz) =
(63— (a+2)®(a+63—(a+x)) =(a+z)D64Drd64
There are more similar relations in Eq. (3).



Fig. 4. The value of a vs. distribution of b.

D. Chosen-Plaintext Attack when the Round Number is One

Under the scenario of chosen-plaintext attack, the attacker
can deliberately choose some plaintext and observe corre-
sponding ciphertext. When the round number is one, the two
basic parts of the class of scheme under study can be broken
with a strategy of “Divide and Conquer”. Obviously, the
position permutation part is failed for chosen plain-image of
the fixed value and only value diffusion part is left. Observing
Fig. 5 or Fig. 6, one can see that some candidate values of
¢(k) can be got from one chosen plain-image of fixed value
and its corresponding encryption result. So, the cryptanalysis
result proposed in [15, 3.1] is not correct. Choosing more
plain-images, the number of possible values of ¢(k) will
be reduced. With the help of computer, we have verified
that the value of (¢(k) mod 128) can be determined with
three chosen plain-images of fixed value 43, 53 and 85. From
Sec. III-B, we can see that PRBS {¢(k) mod 128} can be
used to decrypt any other cipher-image encrypted with the
same secret key correctly. Some experiment results are shown
in Fig. 7. Since the position permutation part can be broken
with [log; (M N)] chosen plain-images [16], we discarded
this part in the experiment of Fig. 7. The correct percentages
of the images shown in Figs. 7a), b) and c) are 53.88%,
82.81% and 100% respectively.

IV. CONCLUSION

In this paper, the security of a class of image encryption
scheme has been studied in detail. It was found that the
schemes are not sensitive to the change of plaintext or
secret key. There exists a defect in the diffusion function.
In addition, the scheme can be broken with a chosen plain-
image attack when the number of encryption rounds is equal
to one. The security of the class of encryption scheme with
multiple rounds still need much more further study.
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