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Abstract
The physical data layer transmits bits over physi-

cal communication channels, such as coaxial cable or
twisted pair. That is, it is this level that directly transmits
data. At this level, the characteristics of electrical signals
that transmit discrete information are determined. After
that it is necessary to consider the control of the commu-
nication network, its various algorithms.

When designing a communication network, a prereq-
uisite is to calculate its stability, and in the case of large-
scale communication networks, this is a big problem.
The most common deterministic, as well as fairly fast
approximate method, which is often implemented at the
present time, is the method by which the stability of the
communication direction which is estimated by analyz-
ing independent paths only. The main disadvantage of
this method is obtaining an understated estimate of sta-
bility due to unaccountable dependent routes of commu-
nication directions. And this leads to inefficient use of
resources.

Our proposed methodology allows to take into not only
independent paths, but also dependent ones, which is the
basis for obtaining a significantly more correct estimate.
It is based on an algorithm for checking the presence of
a certain path and, based on it, an algorithm for obtain-
ing an exact assessment of stability. The paper also pro-
vides analytical and statistical analysis of the considered
algorithms. In particular, a special parameter was intro-
duced that characterizes the probability of a failure event
of communication lines, in which the number of failed
communication lines lies in a certain specified range; af-
ter which a study of the function describing this param-
eter was carried out.
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1 Introduction
The physical data layer transmits bits over physi-

cal communication channels, such as coaxial cable or
twisted pair. That is, it is this level that directly transmits
data. At this level, the characteristics of electrical sig-
nals that transmit discrete information are determined,
for example, the type of encoding, data transfer rate, etc.
And after that it is necessary to consider the control of
the communication network, i.e., its various algorithms.

When designing a communication network, the calcu-
lation of its stability is mandatory requirement. In the
case of large-scale communication networks, this be-
comes a problematic issue, which is caused by the NP
complexity of algorithms for obtaining the correct sta-
bility estimate.

The problems of obtaining an assessment of the stabil-
ity of the information direction of communication stimu-
lated the development of correct and approximate meth-
ods, see monographs [Trivedi, 2008; Nazarov and Sy-
chyov, 2011] and papers [Al-Kuwaiti et al., 2009; Poko-
rni and Jankovic, 2011; Wang et al., 2013; Bailis and
Kingsbury, 2014] etc.

• The exact methods, i.e., the following ones:

– the brute force method, i.e., the full iteration
of states (vertices of the graph of the commu-
nication network);

– the decomposition of a Boolean function of a
special relative element;



146 CYBERNETICS AND PHYSICS, VOL. 11, NO. 3, 2022

– the calculation by a set of routes (taking into
account the identification of intersecting frag-
ments of the routes).

• The approximate methods:
– the method for obtaining upper and lower es-

timates for a limited set of routes and cross-
sections;

– as well as a method of statistical tests.

It should be noted that for large-scale communication
networks, the time required to obtain a stability assess-
ment by exact methods becomes critical. Therefore,
these methods require a significant increase in technical
resources for their implementation by parallelizing the
calculation process, as well as increasing the power of
computing facilities. Due to these circumstances, such
methods are not effective for operational comparison of
various options for designing a communication network
according to the network quality criterion determined by
its stability. Therefore, in reality, as a rule, approximate
methods of obtaining an estimate are used.

Currently, approaches to the approximation of this es-
timate can be differentiated into non-deterministic and
deterministic. The method of statistical tests used Monte
Carlo algorithm is non-deterministic. However, the car-
dinal disadvantage of using this method for large-scale
communication networks is the fact that in order to ob-
tain an adequate precision of the result, the more exper-
iments must be carried out, the lower the operational
readiness coefficient of communication lines. Besides,
the growth rate of the required number of experiments
will be exponential, which is a factor in a significant de-
crease in the effectiveness of this approach to the point
that in this case, even the exact methods will have less
complexity. Moreover, the estimation of amount ob-
tained for a conditionally real number of experiments
will not be valid. Finally, when using the Monte Carlo
approach, there is always a possibility of getting an over-
estimate.

The most common deterministic and also fast approxi-
mate method, which is often implemented at the present
time, is the method by which the stability of the commu-
nication direction is estimated by analyzing independent
paths only, see [Trivedi, 2008; Al-Kuwaiti et al., 2009;
Nazarov and Sychyov, 2011; Wang et al., 2013] etc. The
main disadvantage of this method is obtaining the un-
derestimated assessment of stability due to unaccount-
able dependent routes of communication directions. And
this in turn leads to inefficient use of resources intended
for the design and modernization of the communication
network. This is due to the fact that when using the
methodology for assessing the stability of a communica-
tion network based on the analysis of only independent
routes, normative indicators of stability ([Nazarov and
Sychyov, 2011], see also [Bailis and Kingsbury, 2014])
can be achieved with a larger number of communication
lines than when using the methodology taking into ac-
count dependent routes. This is an economic factor and

is accompanied by costs for the construction and opera-
tion of these lines connections.

Thus, when considering the stability of a communica-
tion network as a criterion of its quality, tools are needed
to obtain as an exact assessment of it as possible in order
to optimize the costs of construction and modernization.
However, the methodology proposed in this paper con-
siders almost the same definitions of the reliability of the
communication network, but also allows to take into ac-
count dependent routes, which is the basis for obtaining
a significantly more exact estimate.

In further publications on this topic, we propose,
firstly, to continue the analytical and statistical analysis
of the method proposed here, and, secondly, to trans-
fer the theoretical and practical results considered here
to those situations where it is necessary to analyze the
presence of several independent paths. Often, the num-
ber of required independent paths is set in advance, but
sometimes it can also be obtained based on some other
parameters of the communication network.

Here are the contents of the paper by sections.
Section 2 includes designations. In it, we present not

only the standard notation of graph theory that we use,
but also our interpretation of these notations, i.e., the
specific variants of their writing in this paper.

The contents of Section 3 it is clear from its title: we
define the states of operability of the network as elemen-
tary events and also, for them, the complete group of
events. And using the full probability formula, we ob-
tain the probability of connectivity.

In section 4, we present our interpretation of the algo-
rithm for checking the existence of a path in the given
graph.

In section 5, we present an algorithm for obtaining an
exact assessment of the stability of the information di-
rection of communication based on the constructed com-
plete group of events. It is also important to remark that
we informally use the probability space; we are going to
define it strictly in the following paper.

Section 6 is the conclusion. In it, we announce the di-
rections of furthers work and publications on this topic.

2 Preliminaries
This section includes designations. We present not

only the standard notation of the graph theory that we
use [Harary, 1969; Diestel, 1997; Gera et al., 2016; Kar-
pov, 2017; Gera et al., 2018], but also our interpretation
of these notations, i.e., the specific variants of their using
in this paper.

For each n ∈ N, we shall denote

1, n = { 1, 2, . . . , n }

Thus, let us consider an arbitrary communication net-
work, which is defined by the graph

G = (V, E), (1)
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where

• V (usually V = 1, n) is the set of vertices of the
graph (network nodes), n ∈ N is the number of ver-
tices;

• E is the set of edges of the graph (communication
lines),

E ⊆
{
{ vi, vj }

∣∣ 1 ⩽ vi ⩽ n, 1 ⩽ vj ⩽ n, i ̸= j
}
.

We shall sometimes use other notations, i.e. assume,
that all the elements of the set E are numbered, i.e.,

E =
{
ek =

{
vα(k), vβ(k)

} ∣∣∣k ∈ 1,m
}
, (2)

where m ∈ N is the number of edges. From the context,
it will always be clear which designations are used, there
will be no contradictions.

We shall also consider a given function on the edges of
the graph

FR : 1,m → [0, 1].

This function defined for each edge of the graph is con-
sidered as the readiness coefficient of the communica-
tion line of the network, the edge number according to
(2). In practice, this readiness coefficient is usually cal-
culated as the ratio of the average time of failure to the
total average time of failure and recovery time.

As usual in the tasks of analyzing communication net-
works, we will understand by the information direc-
tion of the communication network two its nodes, one
of which generates information intended for targeting
transmission to another communication node. To obtain
a quantitative value of the stability of the information
direction of the communication network, two vertices of
the graph are fixed, specifying the information direction
of communication. These vertices will play the role of
poles, relative to which stability will be calculated. Be-
low, they will be designated u ′, u ′′ ∈ V , sub-scripted v
will usually not be used for them.

3 States of operability of the network as elementary
events and the complete group of events

The contents of this section it is clear from its title:
we define the states of operability of the network as el-
ementary events and also, for them, the complete group
of events. After that using the full probability formula
we obtain the probability of connectivity.

It is natural to define an event as the operability of
some subset of the set of communication lines:

Bi =
{(

b
(i)
1 , b

(i)
2 , . . . , b(i)

m

) ∣∣∣∣∣∣ b(i)
k ∈ { 0, 1 } for k ∈ 1,m

}
.

(3)

Here, each Bi characterizes the state of operability of the
objects of communication network, and

i ∈ 1, 2m.

Let us note about this the following things.

• In fact, we can say that we consider the probability
space here, despite we do not strictly define it. The
corresponding strict definitions are more or less ob-
vious, they are entirely based on the notation given
here, and perhaps we shall give them in the contin-
uation paper. However, we shall use this term in
the rest of this paper, and understanding should not
cause difficulties.

• Because the concepts “the state of operability of the
network” and “the elementary event” are almost the
same, we shall often call Bi simply “a state”.

The probability of each state is calculated as the prod-
uct of the probabilities of the states of the objects of com-
munication network based on the probability theorem of
the product of events. The totality of all the possible
states Bi covers all the possible states of the objects of
network.

Let us explain this thing in other words. For a specific
event corresponding to a state i:

• the numbers of communication lines that are in
working condition, coincide with k’s (as before,
k ∈ 1,m), for which b

(i)
k = 0 according to the

entered numbering (2);
• vice versa, a state, which is in not-working condi-

tion, coincides with k, for which b
(i)
k = 1.

As it is easy to see, the set of events forms a complete
group of events, since they are incompatible in pairs and
the appearance of one and only one of them is a reliable
event, see [Trivedi, 2008; Blitzstein and Hwang, 2019]
etc.

As we said before, the probability of a working state
for each communication line is determined by the readi-
ness coefficient FR(k), where k ∈ 1, 2, . . . ,m is the
number of the edge (communication line) according to
the numbering (2). From here, it is easy to get the prob-
ability of each event Bi defined by (3), i.e.,

P(Bi) =

m∏
k=1

F ′
R(k), (4)

where

F ′
R(k) =

{
F(k), if b(i)

k = 0,

1− F(k), if b(i)
k = 1.

(5)

Let Au ′u ′′ (or simply A) be an event consisting in
the fact that there will be connectivity between the given
poles u ′ and u ′′. Then, according to the full probabil-
ity formula, the probability of connectivity, which in this
case is, will be equal to

PA(G,u ′, u ′′) =

2m∑
i=1

P(A|Bi) · P(Bi), (6)
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or, applying usual probability-theoretic notation, simply
P(A).

Certainly, P(A|Bi) is the probability of connectivity
between the poles, provided the event Bi occurs. Ac-
cording to the meaning of the concepts introduced ear-
lier, this probability is as follows:

P(A|Bi) =



1, if there exists at least one path
between the poles, provided that
the following edges are excluded
from the connection graph (V, E) :

according to the numbering (2),
their numbers are equal
to an index k (k ∈ 1,m), such that
in the vector

(
b
(i)
1 , b

(i)
2 , . . . , b

(i)
m

)
,

we have b
(i)
k = 1;

0, otherwise.

Let us note in addition, that it is possible to reduce the
dimension of the probability space based on:

• the topology of the communication network defined
by the graph (V, E),

• and also the fact that there exist nodes and commu-
nication lines, which, due to this topology, cannot
be part of the path connecting the considered poles
u ′ and u ′′.

Such nodes are, for example, vertices that have the only
adjacent vertex (with the exception of the considered
poles). It is advisable to carry out the procedure of re-
ducing the dimension of the corresponding probability
space for each information direction of the communica-
tion.

4 Algorithm for checking the existence of a path
In this section, we present our interpretation of such an

algorithm.
It would not be a big overstatement to say that the ma-

terial in this section is simple and has been known for
a long time. However, the following comments can be
made to this.

• Firstly, it was on the basis of the algorithm pro-
posed in the section that we built real computer pro-
grams included in the complex to assess the relia-
bility of communication systems. We are going to
write about such program complex in the following
paper.

• Secondly, the algorithm proposed here is “tailored”
to our situation, i.e., when the “good” edges are un-
known in advance.

• Thirdly, even with such a simple algorithm, not ev-
erything is completely clear, see some consideration
in [Melnikov et al., 2022].

• Fourth, it is the variants of algorithms considered
in [Melnikov et al., 2022] for a completely differ-

ent task can be adapted to the case of the problem
discussed in this paper.

• Fifth, there is no need to find the path itself, but only
to establish the fact of its existence; this is what is
necessary for the theory described above. This fact
reduces the complexity of the algorithm compared
to classical algorithms for finding paths between the
vertices of the graph

• Sixth, based on the algorithm proposed in this sec-
tion, we shall describe similar algorithms in the fol-
lowing publications that check for the presence of a
predetermined number of paths (more than one) . . .

Thus, let us consider the algorithm.

Algorithm 4.1. Determining whether there exists at
least one path in the graph between the specified vertices
u ′ and u ′′ if an event Bi occurs.

Input:

• graph G = (V, E) (1);
• its poles u ′, u ′′ ∈ V;
• event Bi; as before, we assume that Bi is described

by (3).

Output: “yes” (i.e., there exists the required path), or
“no” (otherwise).

Notation: Boolean result of this algorithm will be de-
noted by

A(G,u ′, u ′′, Bi).

Method.

Step 1. From the graph (V, E), we exclude edges whose
numbers, according to numbering (2), coincide with the
indices k ∈ 1,m, such that b(i)

k = 1.

Step 2. Define two variable sets of vertices V1, V2 ⊆
V; their initial assignments will be made according to
the following formulas:

V1 := {u ′ } , V2 := V \ {u ′ } .

Step 3. If for all vertices included in V1, there are no
adjacent vertices in V2, then exit (output “no”).

Step 4. In V2, we find adjacent vertices for all vertices
included in V1; let these vertices forms the set V ′. Then
we set

V1 += V ′, V2 −= V ′.

Step 5. If u ′′ ∈ V1, then exit (output “yes”), else go to
Step 3.

End of the algorithm description.
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5 Algorithm for obtaining the correct stability esti-
mate

Now, let us present an algorithm for obtaining an exact
assessment of the stability of the information direction of
communication based on the constructed complete group
of events (formulas (2)–(6); let us also remark that we
informally use the probability space that will be defined
strictly in the following paper).

We note in advance, that this algorithm demonstrates
an approach to obtaining an estimate that will be used in
the future, i.e., when constructing an algorithm to obtain
an estimate of the stability of large-scale communication
networks (not only their information direction).

Algorithm 5.1. Calculation of the assessment of the
stability of the information direction of the communica-
tion network determined by the poles u ′ and u ′′.

Input:

• graph (V, E) (1);
• its poles u ′, u ′′ ∈ V .

Without loss of generality, we assume that for each ver-
tex of the set V \ {u ′, u ′′ }, the number of the adjacent
vertices is 2 or more.

Output: the assessment of the stability.

Auxiliary variables:

• vector

W = (w1, w2, . . . , wm) ∈ { 0, 1 }
m
,

where, as before, m is the number of edges;
• real value p.

Method.

Step 1. Let

p:= 0, W := (0, 0, . . . , 0).

Step 2. Consider graph G ′ = (V ′, E ′), which is ob-
tained from the original one (1) by removing the follow-
ing edges. According to (2), the removed edges corre-
spond to some numbers ek (where k ∈ 1,m), for which
the condition wk = 1 holds.

Step 3. If A(G ′, u ′, u ′′,W), then

p += PA(G
′, u ′, u ′′).

(the necessary designations were introduced above, see
(6) and Algorithm 4.1).

Step 4. We form the next value of the vector W. This
can be done, for example, by adding 1 to the number for
which this vector is a binary notation. If it succeeded
(i.e., if we have not looked at all possible vectors yet),
then go to Step 2.

Step 5. Exit, output value p.

End of the algorithm description.

It should be noted that the undoubted advantage of this
algorithm is that it gives an exact estimate taking into ac-
count all dependent paths connecting the specified ver-
tices. However, it will be effective for communication
networks of small scale only. For large-scale commu-
nication networks with modern computing capacities of
PCs (we shall not consider parallelization effects here),
this algorithm will be unacceptable due to incommen-
surable time indicators. But it can be optimized based
on the properties of the distribution of a random variable
equal to the number of failed communication lines, as
well as on a specially constructed structure of clusters of
probability space; in the following publications, we are
going to return to such possible optimizing of the algo-
rithm.

6 Conclusion
Thus, in this paper, a method is proposed for finding

the reliability of a communication network taking into
account dependent paths, which allows for a more exact
assessment compared to widely used methods based on
the search for independent paths. The relevance of ob-
taining a more exact assessment is dictated by the con-
cept of resource savings in the design and / or moderniza-
tion of communication networks, especially large-scale
ones. Since in order to achieve the reliability indicators
of the required values, it is necessary to build new com-
munication lines, which is very expensive in large areas
with different climatic conditions.

For now, we have described only a possible approach
to the definition of stability of large communication net-
work taking into account is dependent paths (as it was
said in the title). We can say that the subject of the paper
is the formulation of its main algorithm (i.e., Algorithm
5.1), and not the results of its work. Simplifying it even
more, we can say that the subject of the paper is the for-
mula (6) of the full probability, i.e., its application in our
field. Before, only the set of independent paths was used.

Despite all that was said in the previous paragraph,
computational experiments, of course, have been carried
out and are currently being carried out. Their descrip-
tion, as well as their detailed analysis (first of all, the
analysis of Algorithm 5.1, will be given in the following
publications.

In addition to those possible continuations of the sub-
ject of this paper, which have already been mentioned
above, we shall focus on the following. In Algorithm
5.1, the next vector of 0’s and 1’s is determined “sim-
ply”, i.e., by the previous one, without some its clari-
fication; more precisely, in the description of the algo-
rithm, we simply suggest to add 1 to the previous bi-
nary number. But if we use Gray’s algorithm ([Rein-
gold et al., 1977] etc.), then it is possible to save the
information obtained by auxiliary algorithms (algorithm
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A(G,u ′, u ′′, Bi), but not only by it) for use in the next
iterations. Apparently, it will be possible to use most
of this information, which should significantly save the
time of the overall operation of the algorithm.

Another advantage of the proposed method is that it is
an anytime algorithm [Melnikov et al., 2009; Melnikov
and Sayfullina, 2013; Melnikov et al., 2018; Grandcolas
and Pain-Barre, 2022; Yu and Oh, 2022]. Moreover, it
provides for setting the precision with which the reliabil-
ity assessment will be obtained.

In further publications on this topic, we are going to
present the results of computational experiments. Be-
sides, as we said in introduction, we propose:

• firstly, to continue the analytical and statistical anal-
ysis of the method proposed here;

• and, secondly, to transfer the theoretical and practi-
cal results considered here to those situations where
it is necessary to analyze the presence of several in-
dependent paths.

We especially note that there is no contradiction in the
last item:

• we really offer a method for analyzing the consid-
ered problems using dependent paths,

• but at the same time, independent paths may appear
in various formulations of these problems.
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