Invited Session number; 1S4 1

An adaptive chaotic secure communication

scheme with channel noise and time delay

Jinde Cao and Yonghui Sun
Department of Mathematics, Southeast University, Nanjing 210096, China

Email: jdcao@seu.edu.cn, jdcaoseu@gmail.com

Abstract

In this paper, by using synchronization scheme of chaotic neural networks with delay, an adaptive secure
communication scheme with channel noise and time delay is proposed. Based on the idea of chaotic masking-
modulation, the transmitted message is encrypted by the chaotic signal, and via the adaptive feedback control
techniques, the transmitter and the receiver are synchronized with channel noise, so the masked signal can be
perfectly recovered by the receiver in the presence of channel noise. In light of the Lyapunov stability theory
for stochastic differential equations, several theoretical results are rigorously established. Finally, a numerical
example is provided to verify the effectiveness of the proposed scheme, and the time required for recovering
the information signal and the performance of the recovered signal very sensitively depending on the time delay

and the frequency of the information signal will also be found from the simulation results.

Key Words - Adaptive feedback control, synchronization, chaotic neural networks, delay, channel noise, chaotic

masking-modulation.

I. INTRODUCTION

During the past decade, for its successful application to secure communication [2]-[18] and other
fields, chaos synchronization has attracted a lot of interests since the works by Pecora and Carroll
in 1990 [1]. Different synchronization strategies have been developed to synchronize chaotic systems,
such as feedback control [20], adaptive control [19]-[20], impulsive control [21], etc. Recently, it has
been revealed that if the network’s parameters and time delays are appropriately chosen, delayed neural
networks (DNNs) can exhibit some complicated dynamics and even chaotic behaviors [29], hence, there
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has been a great deal of activity studying the synchronization of chaotic DNNs [20], [32].

In the fields of secure communication, so far, many ideas and methods have been proposed to
tackle the problem of chaotic secure communication including chaotic masking [8]-[9], chaotic shift
keying [10] and chaos modulation [11]-[12]. In [8], Mensour and Longtin studied the unidirectional
synchronization of high-dimensional chaos with application to private communication. In [12], Bowong,
Kakmeni and Fotsin considered the secure communication via parameter modulation by designing a
robust adaptive observer. In [31], Wu proposed a new chaotic communication scheme using adaptive
synchronization of two unified chaotic systems, and other results [30]. Though many methods for chaos
synchronization have been proposed [3]-[7], scarce papers consider the adaptive feedback control for
the private communication based on the idea of chaotic masking-modulation. Therefore, in this context,
it is fair to say that there is a need for settling this problem.

And what is more, a realistic communication system design should take the communication delays
into account, since the delays are inevitably to degrade the performance of secure system. Therefore,
in the past decade, the chaotic secure communication with time delay based on synchronization has
received increasing attention, see [17], [18] and the references therein.

It should be noted that the works mentioned ignored the channel noise, which is ubiquitous in the
transmission of the masked signal, and the noise’s effect should be taken into account when to evaluate
the performance of a chaos communication scheme. As a consequence, secure communication in the
presence of channel noise is becoming an important issue. Some experimental results have already
been obtained. In [13], Minai and Pandian proposed a method for the secure transmission of encrypted
message using chaos and noises. In [14], Wang and Wang considered the robust demodulation problem
when there exist disturbances and noises in the channel. In [15], Murali numerically investigated the
secure communication based on the heterogenous chaotic systems with channel noise and nonidentity
of parameters. Other related results, see [7] and [16].

On the other hand, more and more experimental and numerical results show that noise plays
an important role in chaos synchronization in different ways, see [24]-[26]. Hence, developing the
corresponding theoretical results on chaos synchronization with noise perturbation is becoming a hot
topic. Some theoretical results have been reported, see [28] and other results.

Actually, in most cases, the existence of noise in the public channel always tampers the recovery
of the transmitted signal, or the encrypted signal unfortunately can not be recovered by the receiver.
Though the theoretical results of secure communication based on chaos synchronization in different
senses without channel noise have been fruitfully established, the corresponding theoretical results of
secure communication with channel noise and time delay are limited.

Motivated by the above discussions, the main purpose is to investigate the problem of adaptive
secure communication with channel noise and time delay. Based on the LaSalle invariance principle
of stochastic differential equations, inspired by the ideas of adaptive feedback control in [20], several
theoretical results are derived to guarantee the synchronization of the transmitter and the receiver with
channel noise, so the masked signal can be recovered by the receiver in the presence of noise and time
delay. The simulations provided later can be found a fairly good agreement with the theoretical results.
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The remaining of this paper is organized as follows. In Section 2, the problem of secure communica-
tion with channel noise and time delay based on the adaptive synchronization of chaotic delayed neural
networks is presented. In Section 3, the suitable parameters update laws ensuring synchronization of
the transmitter and the receiver are presented, several theoretical results are developed. In Section 4, a
numerical example is taken to demonstrate the effectiveness of the derived results. Finally, in Section
5, the paper is completed with a conclusion.

II. NOTATIONS AND PRELIMINARIES

Notations: For any symmetric matrix A, A > 0 means A is a positive definite matrix; £{-} stands for
n

the mathematical expectation operator; ||x||? is used to denote a vector norm defined by ||z[|? = > x?;
i=1

“T” represents the transpose of the matrix; [ is an identical matrix; w(t) is an m-dimensional Brownian

motion.
In this paper, we consider the following chaotic DNNis:

dz(t) = [-Cx(t) + Af(x(t)) + Bf(x(t — 7)) + Uldt, (1)
where z(t) = (z1(t),z2(t), -+ ,2,(t))T € R™ is the state vector associated with the neurons;
C = diag(cy,c2, - ,¢n) > 05 A = (aij)nxn and B = (b;j)nxn represent the connection weight

matrix and the delayed connection weight matrix, respectively; f is the activation function, f(z(t)) =
(fi(@1(D)), falaa(t)), -+ fulan ()T € R, flar(t)) = (filr(t = 7)), falaa(t = 7))+ fulan(t —
7.)))T € R", where 7 > 0 is the transmission delay and U is the constant external input.

The secure communication scheme is based on the chaotic masking-modulation techniques, which
means that the message is inserted into a chaotic signal, the carrier signal containing the information
remain undetectable by chaotic masking-modulation techniques, meanwhile, after being transmitted
through the hostile environment, the masked message can be detected and recovered from the chaotic
signal by the receiver with channel noise and time delay.

By using the adaptive feedback control techniques, the transmitter and the receiver with channel noise
and time delay are designed as follows:

Transmitter:

dx(t) = [-Cx(t) + Af(x(t)) + Bf(x(t — 7)) + Kex(t) © m(t)]dt, (2)
where m(t) is a k-dimensional message signal transmitted, & < n, z(t) © m(t) =
[z1my, zoma, -+, xpmy, 0,- - 0T, € is a masking weight and diagonal matrix K is the time-varying

feedback gains.
Receiver with channel noise:

dy(t) = [(=C+ K)y(t) + Af(y(t)) + Bf (x(t — 7)) + Ks(t)]di
HH(y(t) —x(t), y(t = 7) = 2(t = 7))dw(t), (3)
where s(t) = z(t) ® [em(t) © 1] is a transmitted signal, 1 = [1,1,--- 1]} |, em(t) © 1 = [em; —
Lemog—1,-++ emp—1,—1,---, —1]T, and H(¢,y(t) — 2(t),y(t — 7) — 2(t — 7))dw(t) can be seen as
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the channel noise when the signal s(t) is transmitted through the public channel.

Problem description: If the transmitter (2) and the receiver (3) can be synchronized with channel
noise, the masked message m(t) can be recovered exactly as r(t) = £[s(t) @y(t) +1]x1 by the receiver
(3) in the presence of channel noise, where s(t) @ y(t) = [s1/y1,52/Y2,"** ,Sn/Yn] > s0 our task is
turning to the synchronization of the transmitter (2) and the receiver (3) with noise perturbation via a
suitable controller.

Throughout this paper, the following assumptions are needed:

(A1) fi(z) satisfies the Lipschitz condition. That is, for each i = 1,2,---  n, there exists a constant

B; > 0 such that
fi(z) = fiy)| < Bilr —yl, Va,yeR
(As) There exist constant matrices (G; and G5 of appropriate dimensions such that
trace[H" (t,z,y)H (t, z,y)] < |Giz|® + |Gayl?, V (t,7,y) € RT x R" x R™.

(As) f(0)=0, H(t,0,0) = 0.
Let e(t) = y(t) — x(t) be the synchronization error, from systems (2) and (3), it yields the error
system

de(t) = [—Ce(t) + Ag(e(t)) + Bg(e(t — 7)) + Ke(t)]|dt + H(t,e(t),e(t — 7))dw(t), 4)
where
gle(t)) = f(a(t) +e(t)) — f(x(t), gle-(t)) = f(z-(t) + e (1)) — flar(t)).
Under assumptions (A;) and (Aj3), it is easy to get
|gi(ei(t)] = [filwi(t) + ei(t)) = fi(i(1))] < Biles(t)], (5)

and ¢(0) = 0. Hence, together with (As,), it follows from [22] that the error system (4) admits a trivial
solution ¢(0) = 0.

Definition 1: The receiver (3) can synchronize the transmitter (2) with channel noise and time delay,
if the trivial solution of the error system (4) is asymptotically stable in mean square with the initial
conditions x( and vy, i.e.,

lim Elle(t)[|* = lim Elly(t, 2o + eo) — x(t, z)||* = 0. (6)

3. MAIN RESULTS
In this section, with the suitable parameter update laws, several theoretical results are derived to
guarantee the synchronization of systems (2) and (3) with channel noise and time delay.

Theorem 1: Under assumptions (A1) — (As3), the receiver (3) can be synchronized with the transmitter
(2) with channel noise and time delay, if the time-varying feedback gains K = diag(k, ko, - - - , k,,) With
the update law are chosen as:

k.’i = —aiez(t), (7)

1
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in which o; > 0 are arbitrary constants, respectively.

Proof. Construct the following non-negative function as
n

V= %eT(t)e(t) + 1 Z i(kl + L)+ / e’ (5)Qe(s)ds, (8)

2 a
i=1

where [ is a constant and matrix ) > 0 to be determined.
By Ito-differential rule, we can obtain that

AV = LV (t,e(t))dt + Vi(t, e(t) H(t, e(t), e(t — 7))dw(t), )

where the weak infinitesimal operator £ [23] is given as follows

n

LV (te(t)) = e (t)[— Ce(t) + Agle(t)) + Bgle(t — 7)) + Ke(t)] — Z(/ﬁ +1;)eZ(t)

+e(t)Qe(t) — ™ (t — 7)Qe(t — ) + %trace[HT(t, e(t),e(t — 7)) H(t,e(t),e(t —7))]
= eT(t) [ — Ce(t) + Ag(e(t)) + Bg(e(t — 7'))} + eT(t)Qe(t) — eT(t —7)Qe(t — 7)

- 1

= Le(t) + 5trace[HT(t, e(t), e(t — 7)) H(t,e(t), e(t — 7))]. (10)
i=1

By condition (5) and the elementary inequality

() Agle(t) < e (AT Ac(t) + g (e(t)g(e()

2 2
< %eT(t)ATAe(t)—l—%eT(t)ETEe(t), (11)
TBylelt—7)) < SeTWBTBe(t) + Lo (elt ~ 7glelt )
< 2B Be(t) + ¢t~ T)E"e(t — 7), (12)

where ¥ = diag((y, 52, -+ , Bn), and from assumption (As), it holds
trace[H " (t, e(t), e(t — 7)) H(t,e(t), e(t — 7))] < T (t)G1Gre(t) + et (t — 7)G3 Goe(t — 7). (13)

Substituting (11)-(13) into (10), it is derived that

LV(te(t) < —e'(t)[L+C— %ATA — %BTB — %ZTE - %G?Gl — Qle(t)
el (t - r)[%ETE + %GEGz = Qle(t —7), (14)

where L = diag(ly,ls,- - ,l,), it can be chosen as L = —C—i—ETE—i—I—i—%{)\maX(ATA) + Amax (BT B) +
Amax(GTG1) + Amax(G3 G2) }1, and the matrix @ satisfies that Q = 1XTY + G Gs, then yields

LV (te) < —e'(t)e(t). (15)

Based on LaSalle invariance principle of stochastic differential equations, which was proposed in [23],
it yields e(t) — 0, then we derive F|le(t; €)||> — 0. This completes the proof.
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Remark 1: The main contribution here is to deal with the problem of the adaptive secure com-
munication with channel noise and time delay. Several theoretical results are rigorously developed to
synchronize the transmitter and the receiver, so the encrypted message can be exactly recovered by the
receiver in the presence of channel noise. Some simulations results provided later can be found a perfect
agreement with the derived theoretical results.

Remark 2: In [8]-[9], the authors studied the secure communication based on chaotic masking via
different synchronization strategies. However, the channel noise, which is ubiquitous in the public
channel during the course of the signal transmitted were ignored, so our results are more reliable
and general than those in [8]-[9].

Remark 3: In [8], the authors investigated the secure communication based on synchronization of
coupled systems via a feedback control. Firstly, the chaotic masking-modulation techniques used in
this paper is more general and securer than the chaotic masking techniques they used. Secondly, the
feedback gains in earlier papers were fixed in prior and must be the maximal, which means a waste in
real application, ours concurs this drawback and varies with the synchronization error to a constant.

If we break the idea of chaotic masking-modulation, and consider the secure communication scheme
based on chaotic masking, the transmitter and the receiver are designed as:

Transmitter:
de(t) = [-Cx(t) + Af(z(t)) + Bf(z(t — 7)) + Ke © m(t)]dt, (16)
where m(t) is a k-dimensional message signal transmitted, & < n, Ke © m(t) =
[kiemy, kpemag, - - -, kyemy,, 0, -+, 0], € is the masking weight and K is the time-varying gains.
Receiver:
dy(t) = [(=C+ K)y(t)+ Af(y(t)) + Bf (y(t — 7)) + Ks(t)]dt
+H(t,y(t) — x(t), y(t — 1) — x(t — 7))dw(t), (17)
where s(t) = z(t) @ em(t) is the transmitted signal, z(t) @ em(t) = [z1 + emq,xo + ema, -+ ,x) +
EMpy Thr1,  * ,xn]T, the following results are true.

Theorem 2: Under assumptions (A;)—(As3), the receiver (16) can be synchronized with the transmitter
(15) with channel noise and time delay, if the time-varying feedback gains K = diag(ky, ko, -+ , ky)
with the update law are chosen as:

in which «; > 0 are arbitrary constants, respectively.

If the channel noise is ignored when the signal is transmitted through the public channel, we can
derive the following results:

Corollary 1: Under assumptions (A;)—(Aj), the receiver (3) can be synchronized with the transmitter
(2) without channel noise, if the time-varying feedback gains K = diag(ky, ks, - - - , k,,) with the update
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law are chosen as:

7

in which «; > 0 are arbitrary constants, respectively.

4. ILLUSTRATIVE EXAMPLE

In this section, a numerical example is employed to illustrate the effectiveness of the obtained results.
Example. Consider the following chaotic DNNs [29]:

dz(t) = [-Cux(t) + Af(x(t)) + Bf(x(t — 7)) + Uldt, (20)
where f(x) = tanh(x),
1 0 20 0.1 -15 —0.1
C p—t y A — ; B p—
01 —-5.0 4.5 -02 -4
Here time delay 7 = 1, and the external input U = 0. If the initial value is zy = [0.4,0.6]" for

—1 <t <0 and time step size is 6t = 0.02, the chaotic attractors can be seen in Fig. 1.

L L L L L L L L
-1 -0.8 -0.6 -0.4 -0.2 0 0.2 0.4 0.6 0.8

Fig. 1. Chaotic attractors of system .

Based on the main results of this paper, the transmitter and the receiver are designed as follows:

Transmitter:
dz(t) = [-Cux(t) + Af(x(t)) + Bf(x(t — 7)) + M(t)]dt, (21)

where M(t) = [kiex(t)m(t),0]T, m(t) is a message signal, and in this example it is chosen as the
sin signal m(t) = sin(ft), it can be hidden by the chaotic carrier signal z;(t), € is the frequency of
the signal. Here the masking weight € = 0.1, the message signal can not be detected in the course of
transmitting, and does not affect the chaotic behaviors.

Receiver:

dy(t) = [(=C'+ K)y(t) + Af(y(t)) + Bf (y(t — 7)) + KS(t)]di + H(t, e(t), e(t — 7))dw(t), (22)
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where S(t) = [s(t), —x2(t)]T, s(t) = z1(t)[em(t) — 1] is the transmitted signal, w(t) = [wi,ws]T is a
2-dimensional Brownian motion, and the channel noise intensity matrix is

arer(t) + bres1(t 0
H(te(t),e(t—7)) = | 1(5) +bren(?) ,
0 QA9€9 (t) + 6267-2 (t)
where a; = —0.2,a, = 0.1,b; = 0.1, b, = 0.2. From our main results, if the suitable parameter update

laws are designed in the form of (7), the transmitter (21) and the receiver (22) can be synchronized
with channel noise, so the message signal m(¢) can be recovered as r(t) = [s(t)/y1(t) + 1]/e.

In the simulations, the Euler-Maruyama numerical scheme is adopted. The initial conditions of the
transmitter (21) and the receiver (22) are taken as o = [0.4,0.6]T and yo = [0.2,0.3]T, respectively.
Some initial parameters are given as follows: 7' = 200 and time step size is 0t = 0.02. Take the
initial conditions of the feedback strength and the parameters as follows [k;(0), k2(0)]T = [1,1]7,
(a1, )T =10.5,0.5]T.

A. m(t) =sin(0.2t), 7 =1

We choose the information signal as m(t) = sin(0.2¢) in Fig. A2 and time-delay 7 = 1. Fig. Al
displays the dynamics of the receiver with channel noise. Then with the suitable parameters update
laws, the transmitter and the receiver can be synchronized with channel noise. Fig. A3 shows that the
trajectories of synchronization errors e;(¢) and ey(t) tend to zero after ¢ > 30, and Fig. A4 unfolds the
time response of the feedback gains. Fig. AS is the chaotic transmitted signal including the encrypted
message. Fig. A6 depicts the recovered signal. Fig. A7 illustrates the error between signal m(¢) and the
recovered signal. It is easy to find from Fig. A8 that the information signal m(t) is recovered accurately
after t > 30, and what is more, it is clearly shown that the information signal is recovered with very
small fluctuation for small mismatch |m(t) — r(t)| > e=3° after t ~ 125.

Signal m(t))
.CI’ o 14 =4 4
[N o [N 'S > ©
T T T

I

14

IS
T

I

=4

o
T

-5 .
h - - -1
15 1 05 0 05 1 0 20 0 60 80 100 120 140 160 180 200
Y1 Times(sec)

Fig. Al. Chaotic behavior of the receiver with channel noise. Fig. A2. The sin signal m(t).
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0 20 40 60 80 100 120 140 160 180 200

Fig. A3. Synchronization errors e;, 7 = 1,2.

s

o o =3 o
) N > Y )
T T T

L L I

Chaotic transmitted signal s(t)
)

N

I

-041 B
-0.6 q
70'80 2‘0 4‘0 6‘0 8‘0 160 lél) 11‘10 1é0 1$0 200
Times(sec)
Fig. AS. Chaotic transmitted signal s(¢).
10 i

Error m(t)-r(t)
o

10} 4

I I I I I I I I I
0 20 40 60 80 100 120 140 160 180 200
Times(sec)

Fig. A7. Error between m(t) and r(t).

B. m(t) = sin(0.2t), 7 = 1.1

-1 4

0 20 60 80 100 120 140 160 180 200

Fig. A4. Feedback gains k;,7 = 1, 2.
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Recovered signal r(t)
o
I

L
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@
I

-1 L L L L i L L
0 20 40 60 80 100 120 140 160 180 200

Times(sec)

Fig. A6. The recovered message ().

-10

loglm()-1()
&

-20

—40 I I I I I I I I I
0 20 40 60 80 100 120 140 160 180 200
Times(sec)

Fig. A8. Communication with channel noise.

Here, we choose the information signal as m(t) = sin(0.2¢), 7 = 1.1, which can be seen from Fig.

B2. Fig. B1 is the dynamics of the transmitter with channel noise. Fig. B3 shows that the trajectories of
synchronization errors e;(¢) and e(t) tend to zero after ¢ > 30, and Fig. B4 depicts the time response
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of the feedback gains. Fig. B5 is the chaotic transmitted signal including the encrypted message. Fig.
B6 depicts the recovered signal. Fig. B7 illustrates the error between signal m(¢) and the recovered
signal. It is easy to find from Fig. B8 that the information signal m(t) is recovered accurately after
t > 50. It is clearly shown that the information signal is recovered with very small fluctuation for small
mismatch |m(t) — r(t)| > e after ¢ ~ 150, which is longer than that of A with the same frequency.

Y2
Signal m(t))
.CI’ o 14 o 4
N o N IS > ©
T T

|

14

»
T

-8 . . . . .
a - - -1
15 1 05 0 05 1 15 0 20 0 60 80 100 120 140 160 180 200
Y1 Times(sec)

Fig. B1. Chaotic behavior of the receiver with channel noise. Fig. B2. The sin signal m(t).

4 T T T T T T T T T 1

L L L L L L L T T T T T I I I
60 80 100 120 140 160 180 200 20 60 80 100 120 140 160 180 200

Fig. B3. Synchronization errors e;,7 = 1, 2. Fig. B4. Feedback gains k;,7 =1, 2.
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-04f R

-0.6[ b
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0 20 40 60 80 100 120 140 160 180 200 0 20 40 60 80 100 120 140 160 180 200
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Fig. B5. Chaotic transmitted signal s(¢). Fig. B6. The recovered message 7(t).
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Fig. B7. Error between m(t) and r(¢). . B8. Communication with channel noise.

el
e

C. m(t) =sin(0.1¢),7 =1

The information signal is taken as m(t) = sin(0.1t), the frequency of which is less than that of
A, which can be seen from Fig. C2 and time delay is 7 = 1. Fig. CI displays the dynamics of the
transmitter with channel noise. With the suitable parameters update laws, the transmitter and the receiver
can be synchronized with channel noise, Fig. C3 shows that the trajectories of synchronization errors
e1(t) and ey(t) tend to zero after ¢ > 30, and Fig. C4 unfolds the the time response of the feedback
gains. Fig. C5 is the chaotic transmitted signal including the encrypted message. Fig. C6 depicts the
recovered signal. Fig. C7 illustrates the error between signal m(t) and the recovered signal r(¢). Fig.
C8 easy to find that the information signal m(t) is recovered accurately after ¢ > 50. Apparently, the
information signal is recovered with very small fluctuation for small mismatch |m(t) — r(t)| > e
after ¢ ~ 120, which is shorter than that of A with a less frequency.
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Fig. C1. Chaotic behavior of the receiver with channel noise.
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g. C3. Synchronization errors e;,7 = 1, 2.
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Fig. C5. Chaotic transmitted signal s(t).
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. C2. The sin signal m(t).
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. The recovered message r(t).
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Fig. C7. Error between m(t) and r(t). Fig. C8. Communication with channel noise.

5. CONCLUSIONS

In this paper, we have investigated the problem of adaptive secure communication with channel noise
and time delay. By using the adaptive feedback control techniques, and employing the chaotic masking-
modulation approach, several theoretical results have been derived to synchronize the transmitter and
the receiver, the encrypted message can be exactly recovered by the receiver in the presence of channel
noise. Moreover, we broke the chaotic masking-modulation scheme and derived some other useful results
based on chaotic masking. At last, an example is provided to illustrate the derived results.
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