Application of Gray code to the cryptanalysis of chaotic cryptosystems
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Abstract— Gray codes have found many applications in engi- Il. GRAY CODES AND THEMANDELBROT MAP
neering and mathematics. In this work we explain how to apply o
Gray codes to the determination of the control parameter and The Mandelbrot map is given by
initial point of a chaotic orbit generated by the Mandelbrot map _ _ .2
when the kneading sequence is known. Possible applications to Tny1 = Jel(tn) =25 +c. @
the cryptanalysis of a certain type of cryptosystems based on |f ;, — ; is a certain initial value from which a set of
Baptista’s algorithm are also discussed. N values are calculated using the previous equation and

a certain value forc, the pattern or kneading sequence

l. INTRODUCTION associated to that sequence of numbers is

. Pf\!(ﬂf) = Pop1---PN-1, (2)
Gray codes (or reflected binary codes) have been exten-
sively used in engineering, telecommunications, genetic¥here it 2 <0
and even mathematical puzzles. In short, the Gray code is pi=1{ C if xl_ _ 07 3)
a binary numeral system where two successive values differ ! R if xf S 0’
in only one digit. In [1], the kneading theory on symbolic ! ’
sequences, which manipulates symbols, was translatedftw ¢ = 0,1,..., N — 1. If the first symbol OfP;Y+1(x) is

number theory by a transformation into Gray codes. It wasot considered, we have

showed how the symbolic sequences of a 1-D quadratic map

are ordered according to the Gray code for a given parameter ¢ (x) =pip2-..pN- (4)
value and different initial points as well as for a given initial

point and different parameter values. The Gray code was thenSimilarly, from P+ (z):

generalised to introduce the Gray Ordering Number (GON) N

-in the interval (0, 1) - allowing the simultaneous ordering of (" () = PmPmt1 -+ PN4m—1- (5)

different size symbolic sequences. The introduction of Gray The G de derived f th tt ;
codes and Gray numbers in 1D quadratic maps is highly © Lray code cerved from the pa eﬂj\!(x) 'S

beneficial from the computing viewpoint, since the handling G(P}f(x)) = gog1-.-GN-1, (6)
of symbolic sequences is substituted by the use of numbers.

From other viewpoint, in [2] the Gray codes were appIiech ere 0 if p=R
to the cryptanalysis of the Baptista cipher [3]. It was shown 9i = { 1 if p € {L’,C}, @)
that given a symbolic sequence and the initial condition, ) )
the map’s parameter value can be obtained. Likewise, givd ¢ = 0:1,..., N — 1. The binary number corresponding

a symbolic sequence and the map's parameter value the G(Pf () is U(P{(z)) = woui...uy-1, and it is
initial condition can also be obtained. This result has a gre§ficulated as

importance in cryptanalysis, since many cryptosystems use as w — { Ji if =0, ®)
secret key these two values: initial condition and parameter. | w1 @gi 0f i >0,

In this presentation and starting from the preliminary work Finally, the Gray Ordering Number @tON is defined as
by [4], we explain how these results can be taken further angjgws:

provide different ways to estimate the secret key from just

the symbolic sequence. We show the limitations inherent GON (P (z)) =27 -ug +27% - ug 4+ +27 "oy 4.

this method and in which cases it is best applied. These 9)

results show that in the design of a cryptosystem basedIn [9] it was proved that for an unimodal, convex function

on 1D-quadratic maps, it is all important to conceal thef(z), the kneading sequences derived from the function

underlying symbolic sequence. We also show the quality dferation and different initial conditions are sorted. Moreover,

initial condition and parameter estimates when only partidh [5] and [6] it was shown the existence of an order such that

information about the symbolic sequence is available.  if one kneading sequence is greater than other, it means that

it has been generated from a greater initial condition. In the
_ _ . case of the Mandelbrot map, the iteration functioryiér).
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Fig. 1. GON versus initial condition for different values and kneading sequencesl 6fsymbols.

created iteratingf.(x) from an smaller initial condition. In method to compute these two values from the knowledge

[1] it was remarked that the mentioned order is analoguef the underlying kneading sequence is explained. First, the

to the one corresponding to the Gray codes. Thereforepntrol parameter is estimated with no other information than

it is possible to consider the kneading sequences as Grdne sequence generated by the iterates of the chaotic map.

codes and assign to each pattern a numerical value, whichNext, the initial condition is estimated. If both values are

its GON. Having in mind the previous considerations, theestimated within the same precision used by the computer

GON for the Mandelbrot map is expected to be an increasinduring the computations, then the secret key is obtained.

function with respect to the initial condition. In order to o

verify this inference, theZON of kneading sequences of A- Parameter estimation

length N = 16, with different values forc and increasing  So far we know that the kneading sequences generated

initial condition was calculated. Figure 1 depicts these valudsy f.(z) are sorted in the Gray meaning. For kneading

and it confirms the expected behavior of RO N. sequences of lengtN, the definition interval, i.e ¢, —c] can

be divided in2 N subintervals. All the values in one of those

subintervals generate the same kneading sequence, and the
This relationship between th&ON number and the kneading sequences associated to consecutive subintervals

chaotic map’s control parameter and initial condition sugenly differ in one symbol. Finally, the kneading sequences

gests that there might exist weaknesses in encryption algofthe different subintervals increase from right to left. Since

rithms based upon the iteration of chaotic maps, if and onihe minimum value of.(z) is reached whem = 0, the max-

if the GON number can be computed from the ciphertextmum GON value for a givenc is the one generated from

or in some other way. Most cryptosystems based on the= c. In other WOI’dSGON(C}Y(O)) is the maximum of the

iteration of a discrete chaotic map use the initial conditiorfunction GON(P;f(x)) for x € {¢, —c}. This circumstance

and parameter as part of the secret key. In this section, theillustrated in Figs. 2 and 3. Figure 2 was created according

Ill. GRAY CODES AND CRYPTANALYSIS



to Algorithm 1 for Ac = 1074, Az = 10~* and N = 16. 1

Algorithm 1: GON bifurcation diagram for the Man- 0.95 _\\
delbrot map N
Input: Ac = N
S 0.9 N
1 Increment value for the parameter oy -
Input: Az g g
2 Increment value for the initial condition from which the & 0851 T
kneading sequences will be generated —
Input: m 0.8
3 Number of values that are not going to be considered in
the GON evaluation process 0.75 . . . .
|nput; N - -1.8 -1.6 -14 -1.2 -1
4 Kneading sequences length ¢
> DO.C =2 Fig. 3. GON for initial condition equal to0 and different values for.
6 While ¢ < —1 do The kneading sequences considered are 16-symbol long.
7 r=c+ Ax
8 while z < —c do i _ _
° Plot GON(C}YW(:L')) ﬁﬂlgr?gterl]bnr]otzrﬁaEStflrrgr?\tlgn i\oninthk?\eg?jrizmiffufeor:ctehe
10 r=x+ Ax P 9 g seq
1 end Input: S
12 end 1 Symbolic sequence generated beinthe value we

by this graphic is the function depicted in Fig. 3,
GON((}Z(O)). In [4] this fact is exploited in order to get

want to get.S has to beM + N symbol-length, at least
Input: M

The upper bound of the bifurcation diagram referred Number of subsequences used in the searching for the
i.e., maximumGON value

Input: N

the c value responsible of a given kneading sequence (seeSubsequences length

Algorithm 2). First of all, it is necessary to approximate, CalculateGON (gNm( )) form=1..

LM

GON((N( )). To do so, M subsequences are generateds DetermineG,., = max{GON (CNm( ))},

from the original one.
inal kneading sequence, the first subsequencé;”lis:
S$0S51 .- -
one S3
Sy = SM—15Mm - - .
considered as the maximum value@ON (S;) for 1 <i < 4

IfS = s¢s1...5x is the orig-  m=1,..., M

6 Do cp, = —2, cp = —0.8

7 Do ¢ = ¢ateL and
G = GON(¢}'(0))

8 If G > Gnax then

Doc, =candgoto 7

sy—1, the second on&, = s;s5...sy, the third
= $283...SN+1, ..., the Mth subsequence is

= GON(P;V(c))
N ) ) .
SM4N—2- GON(ng (0)) is going to be

M. The rest of the searching procedure appears in Algorithyg else if G = G,.x then

2.

(x)) asymptotic tendency

n

f

GON(P

11 Returnc

12 else

13 Docg=candgoto7
14 end

of all, when dealing with the7ON and a finite precision
machine, it is not possible to recover the exact value of
c even if the exact value oGON((}Y(O)) is known. For
example, let us consider a kneading sequence generated from
x =0 andc = —1.94798231759013328. It was verified that
the error estimation is never zero. When working with the
Gray codes instead of th€ON it is possible to recover
the exact value ot, if the kneading sequences length,

c is big enough (see Fig. 4). Therefore, when working in a
finite precision environment, it is better to deal with Gray
codes instead of their numerical version On the other hand,
a perfect estimation of the sequer‘@ﬁ-ﬂ is not possible
However, this algorithm presents some limitations. Firgust looking through a certain kneading sequefcén [4] it

Fig. 2. Asymptotic tendency for th&ON of the Mandelbrot map.



is said that a better estimation of the parameter possible 10
by increasing the parametefd and N. However, it only
would be possible if the given input kneading sequefce

3

[}

@
contains the maximum kneading sequence, c'[.g(,o). This é 10°
happens only if the orbit generated by iteratifigx) from £
a certain initial condition and using a certain value tor g

= 10

contains the valu®. The probability of this fact occurring
is zero. Hence, Algorithm 2 gives an estimation of theg
parameterc and it is not possible to improve it unless as = 1o
new way to get((0) from the input kneading sequence'c‘g |
S is found. Figure 5 shows the result of the applicationz
of Algorithm 2 when the kneading sequence is generated 102 . . . .
from ¢ = —1.94798231759013328 and initial condition 0 2 4 6 8 10

xo = —1.3807041990568. In this simulation the length of M % 10°
subsequences ¥ = 60. The number of subsequences used

in the maximum subsequence searchifg) (was increased Fig. 5. Estimatign error ot for ¢ = —1.947982317590}3328, o =
from 103 to 10°. It was observed that the estimation error 1-3807041990568 and a kneading sequence length= 60.
decreases as the paramefef increases: v.g. forM =

107 an estimgtion error aro'undi()—1.5 is .expected..From B. Initial condition determination

a cryptanalysis practical point of view, in those situations ) ,

where it is not possible to get such a long kneading sequence YVhen knowing the parameterthat has been used in the

a new way to approximate the maximum subsequence frofgneration of a certain kneading sequence, which is also

the given kneading sequence would be needed. This will own, then it is possible to recover the initial condition
one of the future works to be done. from which this kneading sequence was created. In fact, Fig.

1 shows how theGON increases as the initial condition
12 decreases. It means that it is possible again to build a
bisearching algorithm as the one introduced in the previous
subsection. We are going to try a certain valueas the
one used in the generation of the given kneading sequence.
We calculate the kneading sequence for this candidate initial
condition and the input value. If the resulting kneading
sequence is greater than the given one, it means we have to
increaser. On the other hand, if the resulting kneading se-
guence is smaller than the given one, we have to decrease the
candidate initial condition. The detailed method is described
by Algorithm 3.
e In order to verify this algorithm, several simulations were
10 : : : : : done. In Figs. 6, 7 and 8 the error in the initial condition
50 52 54 56 58 60 62 recovering process is represented. We can verify how the
N .
error decreases as the length of the kneading sequé¥ce (
Fig. 4. Error in the estimation of working with the GON and Gray increases. In this way, for all the different configurations, a
codes. length of the input kneading sequence greater #tateads
to an error equal to zero or arourid—'6. Since all the
mathematical operations were done dealing withdecimal
values, we can say that the method described in this section
allows to get the initial condition corresponding to a certain
kneading sequence andcavalue.
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Algorithm 3: Estimation of the initial condition cor- —~ 10°
responding to the input value and a given kneading %
sequence for the Mandelbrot map s
= -5
Input: ¢ E 107 ¢
1 Control parameter that leads to a certain kneading s
sequences from the initial condition we are looking for S 10
Input: GON;pput s 10
2 GON of the kneading sequence resulting of the b3
iteration of f.(z) using the input value and the initial S 10758
condition we want to estimate g 0
3 DoOrgr=—c xr =c 2
4 Do x = otiL Sl . . . .
s CalculateGON (P} () 20 40 60 80
6 if GON(P}L(ZE)) < GON;ppy then N
! Doz =z and go to 4 Fig. 7 Error of the initial condition used in the generation
. . . xo
g else if GON(P?C (2)) = GONippur then of a given kneading sequence. = —1.93824712239432, zg =
9 Returnz 0.346670564996533. N is the length of the input kneading sequence.
10 else
11 Doz, =x and goto 4 - 10°
12 end e
[&]
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@ .5 -15
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T 10} £
S 3
Q o —
S < 107° : : : :
2 10—15_ 20 40 60 80
©
£ N
g
© .20 Fig. 8. Error of the initial conditionzg used in the generation
10 10 2'0 3'0 4'0 5'0 50 of a given kneading sequence. = —1.83824712239432, zp =
N 0.346670564996533. N is the length of the input kneading sequence.
Fig. 6. Error of the initial conditionzoy used in the generation
of a given kneading sequence. — —1.03824712239432, z, — Vvalue.

—1.25495242770985. N is the length of the input kneading sequence.
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codes instead of GON numbers has also been shown. We
have also shown how it is possible to recover the initial
condition used in the generation of a kneading sequence just

knowing the kneading sequence and the control parameter

IV. CONCLUSIONS



